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Executive Summary
Data breaches continue to escalate in frequency and impact, posing serious threats to businesses of all

sizes and especially to highly targeted sectors like healthcare. Recent statistics paint a stark picture: 2023

saw a record number of data compromises nationwide , and Washington State experienced its highest-

ever number of breached records in a single year . Small businesses and healthcare organizations are

bearing the brunt of these incidents. Nearly half of all breaches now involve small and mid-sized

companies, and the healthcare industry in 2023 suffered an unprecedented wave of attacks that exposed

over 100 million patient records . These trends underscore that no entity is “too small” or “too local” to be

targeted.

This report provides an updated deep dive into data security breaches “by the numbers,” with a focus on

small businesses and the healthcare sector in Washington State. It compiles the latest (2023–2025)

statistics, examines the common causes and vulnerabilities – from cyberattacks to mistakes in document

handling – and outlines the far-reaching consequences of breaches, including financial losses, legal

penalties, and reputational damage. The paper also highlights trusted best practices to prevent breaches

and safeguard sensitive data. Secure information management emerges as a critical defense, reinforcing

why organizations must handle documents and data with utmost care.
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Key Statistics and Trends
Recent data breach statistics reveal an alarming upward trajectory, both nationally and in Washington

State, with small businesses and healthcare organizations squarely in attackers’ sights. Below are some

key numbers and trends from 2023–2025:

Record-High Breach Numbers
The Identity Theft Resource Center tracked 3,205 data
breaches in the U.S. for 2023, a 78% increase from
2022 and the most ever recorded in a single year. This
surge far surpassed the previous high of 1,860 set in
2021. Similarly, Washington State’s latest annual
breach report (mid-2023 to mid-2024) showed 11.6
million breach notices sent to Washingtonians, the
most on record and more than double the prior year’s
4.5 million . The Washington Attorney General’s Office
received 279 breach notifications in that period, near
an all-time high.

Healthcare Industry Under Siege
Healthcare has been one of the hardest-hit industries.
In 2023, the U.S. healthcare sector suffered a record
725 security breaches (primarily hacking incidents),
which exposed over 124 million patient records ,
making it the worst year ever for healthcare attacks.
This averages hundreds of thousands of compromised
records per day in healthcare alone. Healthcare
breaches have been rising every year, and for the past
five years running, healthcare organizations reported
more breaches than any other industry .

Small Businesses in the
Crosshairs
Small and mid-sized businesses are increasingly
frequent targets. Approximately 46% of all data
breaches impact organizations with fewer than 1,000
employees , shattering the myth that cybercriminals
only go after big corporations. Attack rates on small
businesses are climbing. In 2023, 41% of small
businesses reported falling victim to a cyber attack
(up from 38% in 2022 and just 22% in 2021) . In other
words, nearly 4 in 10 small businesses nationwide
experienced a breach or attack last year, a dramatic
rise in risk for smaller enterprises.

Washington State Trends
Locally, Washington’s data breach patterns mirror
these trends. Cyber incidents are the driving force
behind most breaches in Washington, about 64% of
reported breaches in 2023, and a striking 78% in the
2024 report, were attributed to cyberattacks (hacks,
malware, ransomware, etc.) . Ransomware in
particular has exploded in prevalence: Washington
authorities noted 66 ransomware attacks reported in
2023 and 113 in 2024, accounting for over one-third of
all breaches statewide. Several of those ransomware
incidents hit healthcare providers (at least 12
healthcare facilities in 2023) , disrupting patient
services in some cases. 

Overall, the data shows a clear trend: breaches are becoming more frequent and more severe.

Cybercriminals are not relenting – if anything, they are doubling down on vulnerable targets like small

organizations and healthcare providers. These trends make it imperative to understand why breaches are

happening and how organizations can defend themselves, as discussed in the following sections.
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Causes and Risk Factors
What’s causing all these breaches? The short answer: a combination of aggressive cyberattacks and

avoidable security lapses. Understanding the common causes and vulnerabilities – especially in how

sensitive documents and data are handled – can help organizations shore up their defenses.

Cyberattacks Lead the Pack
 The majority of data breaches stem from deliberate
external attacks. Hacking, malware, ransomware, and
phishing are consistently the top causes. For example,
in Washington’s 2024 breach analysis, roughly 78% of
all breaches were classified as malicious
cyberattacks. Attackers use a variety of tactics:
phishing emails trick employees into revealing
credentials or clicking malware, software
vulnerabilities (like unpatched systems or zero-day
exploits) let hackers infiltrate networks, and
ransomware locks up data until a ransom is paid.
These methods allow criminals to remotely access
and steal large amounts of data. The rapid rise of
ransomware is a prime illustration – across
industries, ransomware has become one of the most
frequent and damaging attack types, often combining
data theft and encryption of systems. Small
businesses are frequently hit via phishing or insecure
remote access, since they may have weaker email
security or IT oversight. In fact, phishing remains the
most common entry point for breaches in many cases
(accounting for ~53% of ransomware attack vectors
against small firms) . The persistent theme is that
cybercriminals exploit any technological or human
weakness to break in.

Human Error and Insider Mistakes
Not all breaches are high-tech hacks; a significant
number result from mistakes or negligence in handling
information. Employees can inadvertently cause a
breach through simple errors – for instance, emailing a
sensitive document to the wrong recipient,
misconfiguring a database to be publicly accessible, or
losing a company laptop or USB drive that contains
unencrypted personal data. These “non-malicious”
incidents are often grouped as theft or mistake.
Washington’s Attorney General gives an example: a
clerical error sending a W-2 form to an unintended
person or a stolen laptop full of patient records would
fall into this category .

In summary, the biggest risk factors boil down to two fronts: technological defenses and human practices.

Cybercriminals will exploit technical vulnerabilities (outdated software, weak passwords, open networks)

as well as human weaknesses (employee errors or insider misuse). The combination of cyber threats and

information handling pitfalls means organizations must stay vigilant on both fronts to prevent breaches.

Unauthorized Access (Insider
Abuse or Snooping)
 Another cause category is unauthorized access by
individuals who deliberately exploit their opportunity to
view or obtain data they shouldn’t. This could be a rogue
employee abusing their credentials, or an outsider
sneaking into an office and accessing an unlocked
computer or network. For example, using an unsecured
Wi-Fi network to eavesdrop on traffic, or someone
finding a way into a restricted database without
permission, fall under this risk. While less common than
hacking or mistakes, these incidents still occur. A
notable scenario in healthcare is when curious
employees peek at patient records without a valid
reason – this is an insider breach of confidentiality. 

https://www.insurancebusinessmag.com/us/news/cyber/despite-awareness-small-businesses-still-highly-vulnerable-to-cyber-attacks-474678.aspx#:~:text=,and%20credential%20theft%20%2829
https://www.insurancebusinessmag.com/us/news/cyber/despite-awareness-small-businesses-still-highly-vulnerable-to-cyber-attacks-474678.aspx#:~:text=,and%20credential%20theft%20%2829


Consequences of a Breach (Financial, Legal,
Reputational)
A data breach can be devastating. When sensitive personal information is exposed, the impacted

organization faces a slew of consequences – financial costs, legal/regulatory penalties, and reputational

damage – any of which can severely harm or even destroy a business. This section examines these

consequences and their real-world impact, especially for small businesses and healthcare entities.

Financial Costs and Business Disruption
The immediate financial fallout of a data breach is often substantial. Companies must investigate the incident,
secure their systems, and notify affected individuals – all of which incur costs. They may need to hire IT forensics
teams, provide credit monitoring services for victims, invest in new security measures, and deal with business
downtime during the recovery. According to IBM’s annual analysis, the average total cost of a data breach globally
reached $4.45 million in 2023, the highest ever recorded . In the United States, the average cost was even higher at
about $9.5 million per breach, the highest of any country. Healthcare breaches are the most expensive of all, the
average breach in the healthcare sector in 2023 cost an enormous $10.93 million. These averages are skewed by
large enterprises, but they illustrate the potential magnitude of costs when millions of records or critical systems
are involved.

For small businesses, a breach can be an existential threat. A smaller company might not face a multi-million dollar
hit, but even a five- or six-figure loss can be catastrophic. One industry report found that in 2023 the median cost to a
small business to respond to a cyber incident was around $8,300 (down slightly from $10,000 in 2022) . However, this
figure can be misleadingly low, many breaches will cost much more, especially if ransomware is involved or if a
business’s operations are knocked offline for days or weeks. 

Aside from direct response costs, breaches carry longer-term financial consequences. Customers may flee
(impacting future revenue), cyber insurance premiums can rise, and acquiring new business can become harder
(some companies demand partners have robust security to even do business). Especially in healthcare, providers
that suffer breaches might lose patients or see reimbursement penalties. All told, the financial toll is a combination
of immediate response costs and ongoing business losses.

Legal and Regulatory Consequences
When a breach occurs, legal headaches usually follow. Companies may face regulatory investigations, fines, and
even lawsuits over their data handling practices:

Regulatory Fines and Penalties: Industries that deal with protected data have specific breach notification laws
and security requirements. In healthcare, HIPAA (the Health Insurance Portability and Accountability Act)
mandates safeguarding patient health information, and violations can result in heavy fines. The Office for Civil
Rights (OCR) at HHS enforces HIPAA; they have issued penalties ranging from tens of thousands to millions of
dollars for organizations that failed to prevent or properly report breaches. For example, OCR settlements in
recent years have topped $1 million in cases where hospitals or insurers had lax security leading to large
breaches. 
Lawsuits and Liability: Breach victims (whether consumers, patients, or business clients) often seek legal
recourse. It’s common after a major breach to see class-action lawsuits filed on behalf of affected individuals,
claiming damages for the exposure of personal information. Small businesses might also face breach-of-
contract claims if a partner entrusted them with data that was compromised. Even if many of these lawsuits get
settled or dismissed, the legal defense costs can be steep. Additionally, under privacy laws (like Washington’s
updated data breach laws or California’s privacy regulations), individuals might have the right to sue for certain
data breaches. This expanding liability means organizations could be on the hook for compensation to victims,
especially if it’s shown that basic security best practices were not followed.

https://www.ibm.com/think/insights/cost-of-a-data-breach-healthcare-industry#:~:text=The%20global%20average%20cost%20of,48%20million%20USD
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Compliance Costs: Beyond fines, a breached company might be required to undergo audits, implement specific
remedial measures, and maintain compliance certifications. For instance, a healthcare provider that suffered a
breach may be placed under a corrective action plan by regulators, requiring it to conduct annual security risk
assessments and report progress. These mandated improvements, while ultimately beneficial, come with
compliance costs that can strain an organization’s resources post-breach.

In essence, the legal aftermath of a breach adds insult to injury: just as a company is reeling from direct losses, it
must also navigate investigations and possibly write hefty checks for regulatory fines or settlements. For small
businesses without legal teams, this can be overwhelming.

Reputational Damage and Trust Loss
A harder-to-quantify but perhaps even more consequential impact of data breaches is the loss of trust. Customer
confidence is the cornerstone of any business relationship – and a breach undermines that confidence. If people fear
their personal data (addresses, financial info, health records, etc.) isn’t safe with a company, they may take their
business elsewhere. A survey of consumer attitudes found that 55% of Americans would be less likely to continue
doing business with a company that suffered a data breach . In other words, more than half of your customers might
walk away after a single security incident. Especially for small businesses, which often rely on reputation and word-
of-mouth, the damage can be severe. News of a breach can spread quickly in a community, and it may be hard for a
local business to regain trust, even if they fix the vulnerability.

Best Practices for Prevention
Preventing data breaches requires a proactive, multi-layered approach. There is no single silver bullet –

rather, organizations must implement a combination of policies, training, and technical safeguards to

reduce their risk. Below are trusted best practices and strategies that small businesses and healthcare

providers (as well as other organizations) should adopt to safeguard data. These practices are drawn

from expert recommendations including government cybersecurity agencies (like CISA, the FTC, and the

SBA), industry reports, and lessons learned from past breaches:

Employee Training & Awareness
Since human error and phishing are leading causes of
breaches, educating your workforce is paramount.
Ensure all employees (and even volunteers or
contractors with access) are trained on cybersecurity
basics. This includes how to spot phishing emails, use
strong passwords and multi-factor authentication,
safely handle sensitive information, and follow
company security policies. The U.S. Small Business
Administration notes that employees and work-
related communications are the top cause of small
business breaches, and training staff on safe internet
and email practices can significantly help prevent
attacks.

Secure Network and Systems
Configuration
Protect your IT infrastructure with layers of security.
Start with the basics: install reputable anti-
virus/anti-malware software on all computers, keep
all software and systems updated with the latest
patches, and use a firewall to shield your network.
Many breaches exploit known vulnerabilities in
unpatched software, so timely updates are critical.
For any Wi-Fi networks, use strong encryption (WPA2
or WPA3) and a strong password; consider hiding the
network SSID to avoid drawing unwanted attention.

Strong Access Controls 
Enforce the principle of least privilege – each user (or system account) should only have the minimum access
necessary for their role. This limits the damage that can be done if one account is compromised or misused. Use
strong authentication for all accounts: require multi-factor authentication (MFA) wherever possible, especially for
email, VPNs, and administrative access.

https://www.strongdm.com/blog/small-business-cyber-security-statistics#:~:text=Cost%20of%20cyberattacks%20statistics%20,to%20this%20section


Secure Document Handling &
Storage
Treat sensitive documents – whether digital files or
physical paperwork – with care at all stages of their
life cycle. Physical records should be stored in secure,
access-controlled locations (locked file cabinets or
rooms with restricted keys/card access). Implement a
“clean desk” policy to discourage leaving sensitive
paperwork out. When transporting physical records,
use secure methods (sealed containers, bonded
couriers, etc.). For digital documents, use encryption
to protect files, especially if they are stored on
portable media or cloud storage. Limit who can access
folders containing personal data, and use permissions
to restrict editing or downloading if appropriate.
Proper disposal of documents is equally crucial: shred
paper records that are no longer needed (using cross-
cut shredders or professional shredding services), and
for electronic media, use secure wiping or physical
destruction. Many breaches have occurred because
papers were thrown in dumpsters or old hard drives
were sold or discarded without wiping. Don’t let that
happen – establish clear procedures for records
retention and destruction. In healthcare settings,
follow HIPAA retention requirements but also ensure
that once records can be disposed, they are destroyed
in a way that PHI cannot be reconstructed. Regular
audits of document management practices can catch
weaknesses (e.g., an overflowing file room with old
records should raise a red flag).

Data Encryption and Protection
Wherever feasible, encrypt sensitive data both “at
rest” (on storage media) and “in transit” (when
sending data over networks). Encryption ensures that
even if data is stolen, the thieves can’t read it without
the decryption key. This is especially important for
laptops, USB drives, and backup tapes – if a device is
lost but the data on it was encrypted, it might not
count as a reportable breach under many regulations.
Use full-disk encryption on company laptops and
enable encryption for databases or cloud storage that
contain personal information. For websites or online
services, make sure TLS/HTTPS is enforced so that
any personal data input by users is transmitted
securely. Encryption isn’t foolproof (the keys must be
protected, after all), but it’s a strong last line of
defense.

Compliance and Security
Frameworks
Especially for regulated industries like healthcare,
align your security program with established
frameworks. Healthcare providers should ensure they
meet HIPAA Security Rule standards – conducting an
annual risk assessment, having written policies for
data security, controlling access, and providing
workforce training. Small businesses, even if not
under specific regulations, can benefit from
frameworks like the NIST Cybersecurity Framework or
CIS Critical Security Controls, which provide a
structured approach to securing systems. Following
these guidelines helps ensure you’re covering all
bases (from asset management to incident response).

Implementing the above best practices creates “defense in depth.” No single measure is 100% effective,

but together, they significantly lower the chance of a breach and mitigate the impact if one occurs. The

goal is to make your organization a hard target – use strong locks (technical controls) and smart habits

(training and policies) so that attackers move on to easier prey, and accidents are avoided by good

procedure. For small businesses with limited IT staff, there are many free or low-cost resources from

government agencies (like the FTC’s small business cybersecurity guide or CISA’s Cyber Essentials for

businesses) that can help prioritize these actions. The investment in prevention is well worth it when

compared to the cost of a single breach.



Why Secure Information Management
Matters
In an era of rampant data breaches, secure information management has become an essential

pillar of business risk management. All the statistics and consequences discussed above lead to a

clear conclusion: how an organization manages its information – from creation and storage

through to disposal – can make the difference between safety and catastrophe. This is

especially true for sectors handling sensitive personal data, such as healthcare, finance, and any

small business that keeps customer records.

Secure information management means having the right processes, tools, and partners to handle

data responsibly and safely. It’s not just an IT issue; it spans physical and digital domains. For

example, consider a medical clinic in Washington: it generates patient records (both paper forms

and digital files), stores them in filing systems or databases, shares some with other providers or

insurers, and eventually may need to dispose of older records. Each step is a point of potential

vulnerability – if any record is mishandled, it could lead to a breach of patient privacy. By

implementing strong information management practices, the clinic can greatly reduce those

risks. 

Another aspect of secure information management is incident preparedness. Proper

management includes having audit trails and logs (so you can detect if something went wrong),

and organizing data so that if a breach does happen, you can quickly identify what was affected.

Many organizations struggle during breaches simply because they don’t have a clear handle on

where all their data is, leading to delays and uncertainty. A well-managed information inventory

means faster response and targeted notifications, which regulators (and customers) appreciate.

In summary, secure information management matters because it is a proactive defense. It

transforms what could be chaos – piles of untracked data in various places into an organized,

secure, and monitored environment. That dramatically lowers the risk of both external breaches

and internal mistakes. With threats rising each year, businesses in Washington and beyond are

recognizing that investing in secure information management is not optional; it’s a core business

function just like accounting or customer service. It protects the organization’s critical assets

(information) and, by extension, its clients and reputation. In a world “by the numbers,” those

who manage their information securely are far less likely to become yet another breach statistic.

ci-infomanagement.com


