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Filling the Physical Security Hole 

We live in the digital age, and each of us is all too 
aware of how important it is to ensure that the 
technology we use in both our personal and work 
lives, is entirely secure. 

However, we often overlook the physical security of 
our data when we dispose of it. This is data stored 
either in paper form, or on some type of digital media 
such as a hard disk drive, CD, DVD, or magnetic tape. 

Part of the problem is that we don’t realize how 
valuable something we see as garbage could be to 
those with a more nefarious agenda.  

For example, discarded company headed paper can be 
used to create forged documents. In a similar fashion, 
client invoices can give away tactical business 
information such as client contacts and pricing 
structure. What we see as garbage, many may see as 
gold. 

And then there is the security of critical information 
that is often committed to paper and then discarded in 
an offhand manner. Things like hand written notes on 
company strategy, or even network diagrams, could 
give away  information about the business we really 
should not be sharing.  

Digital Is Just as Bad 

Paper is not the only problem when it comes to 
maintaining the integrity of physical data. Although we 
may consider the media we use to store our data, such 
as the hard drives in our desktop and laptop 
computers, to be secure, this could not be further 
from the truth. 

Anyone who can gain access to the physical media can, 
with very little effort, gain access to the data stored  
on it. Why is this important to know? Because simply 
consigning this type of media (or any devices 
containing this kind of media) to the closest dumpster 
is a potentially massive security hole. 

 In recent years, hackers have taken to the practice of 
“Dumpster Diving” as one of the most effective ways 
to gain access to critical security information such as 
passwords and other secure information.  

This practice is rampant today.  Dumpster diving is also 
one of the primary ways that identity theft occurs ,as 
people often discard their personal data, such as utility 
bills and credit card statements, in  an insecure 
manner. (Center for Identity Management and 
Information Protection) 

Simply deleting data is not enough. When we tell our 
computer to delete a file, it is not physically removed 
from the hard drive.  

Only overwriting or wiping this kind of digital media 
will ensure that data is destroyed entirely. But this is a 
time consuming undertaking. It can take several hours 
to wipe a single hard disk drive this way. 

Things like hand written notes on 
company strategy, or even network 

diagrams, could give away  information 
about the business we really should 

not be sharing.  
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An Issue of Compliance 

Depending upon the market sector your business 
operates within, it will almost definitely fall under one 
or more pieces of government legislation that is in 
place to ensure that physical disposal of company data 
is done in  an approved way. 

As of the 21st of January, 2015, 32 states have 
legislation in place that requires companies to destroy 
data pertaining to personal information. (National 
Conference of State Legislatures, 2015) 

The FACTA Disposal Rule also comes into play for most 
businesses. This legislation states that any company 
that maintains consumer data that is used for business 
purposes, is required to take steps to ensure that 
unauthorized access is not gained due to ineffective 
methods of disposal. (Privacy Rights Clearing House, 
2015) 

From all this we can clearly see that the effective 
disposal of paper based information, as well as 
digitally stored data should be a high priority for any 
business that wishes to stay within the letter of the 
law. 

Shredding & Destruction is the Solution 

We have already discussed why the secure destruction 
of potentially dangerous sources of data, including 
both paper based and digital media, is not  only a good 
idea, but in many cases a legal requirement. So, how 
do we best accomplish this task? 

Consider for a moment how difficult it is to actually 
damage a hard disk drive bad enough that no data can 
ever be recovered. Simply trashing the housing and 
reducing the drive to its component parts is not 
enough. The actual magnetic platters themselves need 
to be physically damaged to make sure that data can 
never be read from them. (CNET, 2009) 

In effect, the only way to be entirely sure that digital 
media is rendered unreadable once it has been 
disposed of, is to completely destroy it. But this 
requires special equipment and machinery known as a 
disintegrator, as well as knowledge of the techniques 
required to accomplish the task. 

Paper is also problematic. Burning is not an option 
these days as it was in the past, due to further 
legislation limiting carbon emissions produced by 
companies. Recycling would be a much better option, 
but how can we make sure the information on the 
paper is made entirely unreadable before the waste 
paper is sent for recycling? 

Shredding is the perfect option here. It destroys the 
information, but retains the paper it was printed on as 
a recyclable resource. 

As of the 21st of January, 2015, 32 
states have legislation in place that 
requires companies to destroy data 
pertaining to personal information. 
(National Conference of State 
Legislatures, 2015) 

Page 2 

mailt:info@columbiaindustries.com
http://ci-infomanagement.com/


 

CI Information Management 
411 W Railroad Ave 
Kennewick, WA 99336 

The Importance of Secure Shredding and Destruction 

Contact 
Telephone:  509.586.6090 
Email: info@columbiaindustries.com  www.ci-infomanagement.com 

Destroying Data Generates More Data 

A further consideration when we are discussing both 
the shredding of paper based information, and the 
destruction of digital data, is the regulative 
requirement to keep a record of what has been 
destroyed and when. 

It is important to maintain an effective method of 
managing the process of data destruction. This 
ensures that all media requiring cleaning or 
destruction is correctly stored, organized and properly 
accounted for. (Health & Social Care Information 
Center, 2015) 

Simply shredding our paper waste, and destroying our 
digital waste is not enough, we need a set of business 
processes designed to manage, measure and monitor 
the way we dispose of this waste. 

An End to End Destruction Process 

As we discussed in the previous section, we need to 
manage the way that we dispose of our paper based 
and digital data. Whether shredding paper, or 
destroying digital media, records need to be kept. 

But there is a further consideration. What happens to 
this waste while it is waiting to be destroyed properly? 
Does it need to be stored in a secure area? Is one 
department responsible for collection and storage? 
Who carries the responsibility for ensuring this is all 
carried out effectively? 

The answers to these fundamental questions will vary 
depending upon the type of business, and the market 
in which they operate. What these questions do give 
us though, is an indication of how complex an issue 
the concept of securely destroying waste paper and 
digital media can be. 

Is In-house a Viable Route? 

While it is certainly possible for a business to take care 
of its own paper shredding and digital media 
destruction needs, there are a number of pitfalls 
inherent in performing this function in-house. 

Primarily, the cost is the major downside. This cost 
comes in two forms. First, there is a need for at least 
one high volume shredding machine, and also a 
disintegrator for destroying digital media. 

Second, there is a cost associated to assigning 
resources to handle the destruction process. This 
includes having employees actually trained  to operate 
the machinery. 

While some very large enterprises may be willing to 
take on this kind of expenditure, it is likely well beyond 
the budgetary constraints of many. 

There is however a second option. Outsourcing your 
shredding and destruction needs to an external 
provider. 

 

Shredding our paper waste, and 
destroying our digital waste is not 

enough, we need a set of business 
processes designed to manage, 

measure and monitor the way we 
dispose of this waste. 
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Why Choose and External Provider? 

As with any form of outsourcing, there are key 
benefits to using a third party provider for shredding 
and destruction. These include: 

Affordable fixed cost service – making budgeting 
simpler. 

No requirement for own equipment – removing the 
initial cost outlay and continued overhead for 
maintenance and storage. 

Access to expertise – offering advice and assistance in 
best practices for shredding and destruction. 

Peace of mind – safety in the knowledge that waste 
paper and digital media destruction is being done in a 
compliant manner. 

These are just some of the benefits that using an 
external provider can give.  There are many more. 

In Summary 

Within this paper we have looked at the potential risks 
and dangers involved in not handling the destruction 
of waste paper and digital media in the proper 
manner. If handled incorrectly, not only is the 
company exposing itself to a potential security risk, it 
could well be in breach of government legislation laid 
down to ensure consumer data is disposed of securely. 

The complexity of these issues has been uncovered, 
and an effort made to compare taking action to 
manage destruction in-house, with using the services 
of an external provider. 

Introducing CI Information Management 
Whatever your secure shredding and destruction needs, CI Information Manage-
ment will make the perfect external partner. We are able to provide an end-to-end 
managed process to handle secure document shredding and digital media destruc-
tion.  

A process that will be fully compliant with legislation and regulation that your com-
pany operates beneath. A process that is robust, secure and transparent. A process 
that above all else, gives you peace of mind, with the knowledge that your potential-
ly delicate data, is being disposed of in a thoroughly secure way. 

CI Information Management offers an integrated solution for records management. 
We are trusted partners in efficient records storage and document destruction. Out-
sourcing your records management with us is convenient, confidential, reliable and 
efficient.  
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